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About Cyber Crime & Law

1. Concept of Cybercrime: Cybercrime is a concept that has different definitions. The
United Nations has not provided for a universally accepted definition of cybercrime. Literally,
cybercrime pertains to a crime related to the cyberspace, computers, networks and the internet. In
general, cybercrimes may be categorized under the following areas:

(a) computers and networks as tools for criminal activity which includes spamming,
email bombing and defamation, hate speech and violation of copyright laws;

(b) computers and networks as targets of criminal activity such as unauthorized access,
data theft, computer hacking, denial of service, and attacks using malicious code;

(¢) computers and networks as place of criminal activity such as financial fraud;

(d) computers and netwé)rks as new facilitators for older crimes such as online child
pornography, online gambling, phishing, espionage and terrorism. See Subramanian
& Sedita, 2006, p. 40 referred in Jurisdiction in Cybercrimes : A Comparative Study
by DR. ADEL AZZAM SAQF AL HAIT.

In the cyber-world, there are no definite territories or boundaries. The entire world is just a
simple click away. This makes the prosecution of cybercrime exponentially difficult for local law
enforcement. While domestic police, prosecutors and courts can only operate within. their
particular territorial jurisdiction, criminal activity and behavior recognizes no borders. It is
therefore imperative for states to develop legal tools to deal with cases where one or more of the
location of the crime, the accused, evidence, or criminal proceeds is-in another country. See
Laura Barnett, 2008, p. 1 referred in Jurisdiction in Cybercrimes : A Comparative Study by DR.
ADEL AZZAM SAQF AL HAIT.

2, Cyber Crimes, Meaning of: According to Black’s Law Dictionary “cyber crime is a
crime involving the use of computer, such as sabotaging or stealing electronically stored data”.

Cyber crimes committed against persons include various crimes like transmission of child
pornography, harassment of any one with the use of a computer such as e-mail. See 2013 Cri LJ
Journal Section, at page 97, '

Cyber crime is the use of computers and other electronic devices and internet by criminals to
execute fraud and other crimes against companies, consumers and other individuals. It is a broad
term which is used to describe criminal activity committed on computers or on the internet. See
2013 Cri LJ, Journal Section, at page 97.

Cyber crimes are criminal activities carried out by means of computers or internet. See
Oxford Law Dictionary, Oxford University Press, 2nd Ed. (Revised), 2005.

Cyber Crimes are crimes committed in electronic mediums where mens rea is not a
requirement. The Cambridge Dictionary defines Cyber Crimes as crimes committed with the use
of computers or relate to computers especially through the Internet. The Cyber Crime is an

XXXV



Cyber Law & Crimes

unlawful act wherein computer is either a tool or a target or both. Cyber Crime is a generic term,
which refers to all criminal activities done using the medium of computers, internet cyber space
and the World Wide Web. Cyber Crimes are crimes that occur in the digital place, which is the
aggregation of the transaction space within each of the connected computers and the virtual
spaces arising out of the connection. In short the Cyber Crimes can be defined as offences or
contradictions under any law committed with the use of electronic documents. See 2007 Cri LJ,
Journal Section, at page 135.

The concept of Cyber crime is not different from that of conventional crime. Both include act
or omission that causes breach of law. A Cyber crime or offence denotes a thing made punishable
by the Cyberlaw.

The interment and computer can be used both in positive way and negative way. The use of
them in negative way may have destructive impact on societies. Therefore, Cyber crime is a huge
threat against different organizations and people i.e. the users whose computers are connected
with the internet and also mobile technology.

According to Paran Daggal, Advocate, Supreme Court of India and a specialist on Cyber
Law, “Any criminal activity that uses a computer either as an instrument, target or a means for
perpetuating further crimes comes within the ambit of cyber crime.”

However, Cyber crime can be defined as a crime against individual or organization
committed by means of computer.

3. First Cyber Crime: The first recorded cyber crime took place in the year 1820. That is
not surprising considering the fact that the abacus which is thought to be 'the' earliest form of a
computer has been around since 3500 B.C in India, Japan and China. The era of modern
computers however began with the analytical engine of Charles Babbage. See Ian J Loyd
Information Technology Law, 3rd Ed Butterworths, London, 2000.

4. Specialized Crimes: Cyber Crimes are the latest and most specialized evil having its
origin in the computers. A new generation of crime has developed with the advent of computers
and internet. Computers hacking, software piracy, spooling, telecommunication frauds, e-mail
bombing, pornography, Industrial espionage, spreading Trojans, viruses and aims of threatening
e-mails, e-mail frauds, salami attacks, denial of service attack, logic bombs, internet time thefts,
web hacking, cyber defamation, cyber stalking. Computer vandalism, cyber terrorism,
distribution of pirated software are some of the forms of Cyber Crimes. See 2007 Cri LJ, Journal
Section, at page 133.

S. Crime is international in nature: The jurisdictional criteria is a not fundamental
aspect that poses serious difficulties, as the nature of the internet is such that geographical and
political boundaries are irrelevant. A person of criminal nature with the access of Internet might

Xxxvi




O 8 @I &y Wide, 00y
The Information and Communication Technology Act, 2006

T 8 AN &Yf& WZA, Y004
(R00Y T O T HZH)

JET TO FW
5T 0T G, 3830nE AT 000
M F9e R Re wEEG Lo
T, 3830 (IONAF bR WIEE, Y000 WOIfdTd
ﬁﬁmwmaa\a‘wﬁai
T ORI SRefe & e F9

-

= .'-f]-.ae—

Y 8 AP efe WEATe W@Yel e
ST A qR SIERe R e Ry
=TT e WIZ

ARG Y ¢ @A oG wRANS taye!
< e oMW @R i R e
T ST 9] AAD 6 TGN

FRY qonRr fgde wige w4 23—
2 S
grafes

31 PR P, e @3 o4 -
ﬂiﬂﬁﬂ'ﬂ;emﬁaﬁﬁﬁw 2000
TR SRS 23|

[Self Translated English Version]

Information and Communication
Technology Act, 2006

(Act No. 39 of 2006)
BANGLADESH PARLIAMENT
Dhaka 23 Ashwin, 1413/ 8 October, 2006

The following Act passed by the Parliament
received the assent of the President on 23
Ashwin, 1813 corresponding to 8 October, 2006
and is hereby published for general information:—

An Act to make provisions for legal
validity and security of Information and
Communication Technology and matters
ancillary thereto

WHEREAS it is expedient and necessary to
make provisions for legal validity and security of
information and communication technology and
for matters ancillary thereto;

Therefore, it is enacted as follows:—

CHAPTER I
Preliminary

1. Short Title, extent and
commencement.— (1) This Act may be called
the Information and
Technonogy Act, 2006.

Communication
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(2) It shall extend to the whole of Bangladesh.

(3) It shall come into force at once.

2. Definitions.— In this Act, unless there is
anything repugnant in the subject or context—

(1) “electronic signature” means a data
in electronic form, which —

(a) is connected with any other electronic
data directly or logically; and

(b) is done on satisfying the following
conditions for authentication of the
electronic signature —

(i) which is otherwise connected
with the signatory;

(ii) which is capable to identify the
signatory;

(iii) which is created in such secure
manner as being under the
control of the signatory ; and

(iv) which is related with the
connected data in such manner as

is capable to identify any alteration
made in such data afterward;

(2) “Electronic Signature Certificate” means
a certificate isSued under section 36;

(3) “electronic” means electrical, digital,
magnetic, optical,
electromagnetic or any such technology
having comparable capability;

wireless,

(4) “electronic data interchange” means
transfer of data from one computer to
another computer
electronical

by means of
way by following a
recognised standard for the purpose of
organizing information ;




